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Cybersecurity is a high profile topic that makes the 
news almost daily.

www.civicplus.com

Did You Know?

Every industry is a target, including local 

government—a segment that is experiencing 

an increase in attacks. As the industry leader 

with over 3,500 clients CivicPlus® is committed 

to continual threat monitoring and protection 

advancements.

CivicPlus has successfully dealt with 

numerous high-profile local government 

security challenges that you’ve likely seen in 

the news. We continually refine our 

pressure-tested security protocols and have 

teamed up with federal law enforcement to 

share information. Our infrastructure team 

has relevant expertise and experience and we 

require ongoing training and certification to 

assure we’re on the leading edge of awareness 

and understanding.

An annual investment of over $3.0 million in hosting and security provides us with the ability to adapt to the 

ever-changing security landscape while providing maximum availability. As your trusted technology solution partner, 

we are committed to serving as your first line of defense against cyber hackers, criminals, and extortionists, so you'll 

never be alone in the fight against cybercrime.
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*DDoS Attack Options

Hosting and Security Options

Hosting and Security Included

Azure hosting

Web Application Firewall

OWASP ModSecurity Core Rule Set

Reverse Proxy Server

Server Management

Software Updates and Security Patches

Antivirus Management and Updates

System Monitoring

Wildcard SSL (TLS)

FedRAMP, PCI, DSS, NIST and FIPS 
compliant Virtual Machines and 
Databases

Platinum 
Security Upgrade

Platinum 
Security Upgrade

Platinum 
Security Upgrade

Platinum 
Security Upgrade

Platinum 
Security Upgrade

Standard 
SSLs 

available for 
purchase

8 hours

24 hours

2 hours

1 hour

Available for 
purchase at the 

time of 
an attack

DDoS Mitigation Included

Defined DDoS Attack Process

DDos Attack Mitigation

Identify Attack Source

Identify Type of Attack

Monitor Attack for Threshold** 
Engagement

If Threshold Engagement Occurs, 
Offer Options*

www.civicplus.com

NA

NA

Disaster Recovery Included

Emergency Support, Live Agent (24/7)

Online Status Monitor

Event Notification Emails

Preemptive Monitoring for Disasters

Multiple Data Centers

Geographically Diverse Data Centers

Guaranteed Recovery TIME Objective (RTO)

Guaranteed Recovery POINT Objective (RPO)

Unlimited

(does not apply 
in the event of a 

cyber attack)

22 Gb/s

Performance and Bandwidth Included

Server-Side Caching

Option #1: Site Off-line

  • Site taken off-line

  • Status check traffic at 8-hour intervals during business hours

  • Traffic below thresholds = site taken back online

  • Traffic above thresholds = site stays down and monitoring 
    continues until traffic falls below thresholds

Option #2: DDoS Advanced Security Package

  • Site stays live – business continuity assured, additional 
    charges apply

***Per Domain, Per Site

**Thresholds

  • Traffic exceeding 25 Mb/s sustained for 2+ hours

  •  Traffic over 1 Gb/s at any point during attack
Bandwidth Usage

Regional Content Delivery Network

Burst Bandwidth

Unlimited

Azure 
(variable)

Client Cost
Included

Insights Included

$4725***

annual

CivicEngage Security Analytics Module
24/7/365 24/7/365

Platinum 
Security Upgrade



Security
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The Platinum Security Upgrade

Our Platinum Security solution comes with enterprise-level Cloudflare software, which includes the following:

   • Fully customized Web Application Firewall (WAF), customized for our application

   • OWASP ModSecurity Core Rule Set protects you against the Top 10 vulnerabilities identified by the Open Web 

     Application Security Project (OWASP), such as SQL injection (SQLi) and cross-site scripting (XSS) attacks

   • User agent blocking

   • Block or challenge visitors by IP address, autonomous system number (ASN) or country code

   • Reputation-based threat protection and collective intelligence (CI) to identify new threats

Performance
With the use of Azure’s geographically distributed regions (west, east and central) and Cloudflare’s Content Delivery 

Network (CDN), we bring the data centers and cached content nearer to your end users. Additionally, we have optimized 

Cloudflare’s caching capabilities for our application, allowing us to safely cache static content so that you benefit 

from faster page load times for your citizens and site administrators.

Disaster Recovery
Azure Site Recovery enables us to have services 

restored in a shorter timeframe with more frequent 

backups. As a result, we can have your website back 

online with minimum disruption and data loss.

DDoS Mitigation
Our expertly trained Hosting and Security staff 

work around the clock to mitigate DDoS attacks 

against your site, so you can focus on other local 

priorities and initiatives.

Includes the Following Advanced Protections:



Compliance
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Hosting in Azure offers fully compliant infrastructure for those seeking a FedRAMP, PCI DSS, NIST and FIPS 

compliant hosting solution. 

     Azure complies with Payment Card Industry Data Security Standards Level 1 version 3.2. FedRAMP-Azure has earned a P-ATO from the Joint 

     Authorization Board. Azure maintains a P-ATO at the Moderate Impact Level. Microsoft cloud services comply with NIST SP 800-171 guidelines 

    to protect controlled unclassified information (CUI) in nonfederal information systems. Microsoft certifies that its cryptographic modules comply 

   with the U.S. Federal Information Processing Standard.

Insights
The Security Analytics module displays comprehensive 

insights into attacks against your website in real-time. 

Value

Links:

Our all-inclusive package not only comes with Azure 

hosting and enterprise-level Cloudflare software, but 

also the staffing to mitigate threats for you, and all at 

a much lower price point—ask us for a quote today.

The Platinum Security Upgrade (Cont.)

• https://www.microsoft.com/en-us/trust center/Compliance/pci

• https://www.microsoft.com/en-us/trustcenter/compliance/fedramp

• https://aka.ms/NIST_800-171-Compliance

• https://www.microsoft.com/en-us/trustcenter/compliance/fips

EN-1028-020420
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2A-11 OVERTIME CALCULATIONS AND RULE 

An employee shall be required to have authorization from their supervisor before working 
overtime except in emergency situations.  

Overtime shall include all time actually worked for the county in excess of 40 hours in any 
workweek, with the exception of law enforcement (See policy on “Law Enforcement Pay and 
Overtime.”). 

Full-time EMS employees who have overtime as part of their regular work schedule, will be 
compensated at the appropriate rate to maintain their pay for that pay period, as part of their 
budgeted salary. 

_________________________ 
Brandon J. Huckabee 

County Judge 

______________________ _______________________ 
Dee Stephens  Albert Ray 
Commissioner Precinct 1 Commissioner Precinct 2 

______________________ _______________________ 
Joe Brown Jim Buck 
Commissioner Precinct 3 Commissioner Precinct 4 
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